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Mike O’Donnell

Information Technology (IT) Director – Retired

Semiconductor Industry – 1994 to 2022

Owner of the Safe Computing consulting business 

that is facilitating this class today.

(See: https://safe-computing.net)

Safe Computing – this class is intended to create 

awareness of the potential risks of internet usage and to 

give recommendations how to stay secure.
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Course Objectives
1. Have fun learning something you will hopefully find interesting.

2. Leave with a better understanding of the risks of internet usage and how to avoid them.

Please do not be afraid to stop and ask questions or ask for help.    Sometimes things don’t work or maybe the instructions 

are not clear or the information you typed in was incorrect.   It’s Ok to make mistakes or not understand something, so 

please ask questions.   That’s how we really learn! 

Need help?   Just contact the Help Desk!!!!

That’s Me!
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Getting Started…. First Things First!
Repeat:

Please do not be afraid to stop and ask questions or ask for help.    Sometimes things don’t 

work or maybe the instructions are not clear or the information you typed in was incorrect.   It’s 

Ok to make mistakes or not understand something, so please ask questions.   That’s how we 

really learn! 

Student/Group ID Number:

Everyone will get a “Student ID” number.   Every table has been numbered as well.   We will use 

this during this class.

Class Survey:

At the end of the class, we hope that you will please take a bit of time to complete the class 

survey.   It let’s us know what you thought of the class and the instructor so we can make it 

better.  
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Your day is just beginning with a 
cup of coffee and some 
Facebook.  Your sister-in-law 
sends you a message with an 
attachment.  You click it and…

This warning is fake. How to 

remove and resolve this 

issue:

• DON’T CALL Microsoft!

• Restart your computer

• Log in and run free malware 

removal tools such as:

• MalwareBytes

• Spybots Search & Destroy

• AdwCleaner

• Your anti-virus file scanner

https://malwaretips.com/blogs/remo

ve-error-ms-sysinfo32

Oh My, the infamous MS-
SYSINFO32 error pops up on your 
screen!!!   What do you do 
now????

https://malwaretips.com/blogs/remove-error-ms-sysinfo32
https://malwaretips.com/blogs/remove-error-ms-sysinfo32
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Your day is just beginning with a cup of coffee 
and catching up on some email.   

Uh-oh…. a FRAUD alert from your Wells Fargo 
bank account!!!!  Ouch!  What do you do 
now????

This email is fake. How did I know? How 

to resolve this issue:

• The email is from 28SSS28@shaw.ca

• Sent to an email address that is very, very old 

and not associated with this account

• The “Log In to Online Banking” like goes to 

https://t.co/R6qzn92BN1, not 

https://wellsfargo.com

• Some of the wording is awkward

• Log In to instead of Log into

• Did not include a phone number, but that 

cannot be trusted either.

• Wells Fargo is spelled at the end of the message 

as “WellsFargo”.

• What to do?    Delete this email.

mailto:28SSS28@shaw.ca
https://t.co/R6qzn92BN1
https://wellsfargo.com/
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Your day is just beginning with a 
cup of coffee, and you decide 
to browse some vacation photos 
you just took.   

Uh-oh, a popup appears on your 
screen informing you that “your 
files have been encrypted”!!!
  
What do you do now???

How to remove and resolve this 
issue:

• NEVER PAY THE RANSOM!

• Identify your ransomware strain

• Uninstall the ransomware if 

possible

• Establish a proactive defense

https://www.safetydetectives.com/bl

og/how-to-solve-oops-your-files-have-

been-encrypted-in

https://www.safetydetectives.com/blog/how-to-solve-oops-your-files-have-been-encrypted-in
https://www.safetydetectives.com/blog/how-to-solve-oops-your-files-have-been-encrypted-in
https://www.safetydetectives.com/blog/how-to-solve-oops-your-files-have-been-encrypted-in


Copyright © safe-computing.net 2023. All rights reserved.



Copyright © safe-computing.net 2023. All rights reserved.

Your day is just beginning with a cup of 
coffee and a review of your credit card 
expenditures, which you had just 
learned was important.   

You notice a couple of charges that 
you know you didn’t make!  And you 
have the only card that was sent to 
you

What do you do?   

How did this happen?

How to resolve this issue:

• Call your credit card company and 

report the fraud.   Have the card 

cancelled and get a new one

• Update any auto-pay you might have 

setup

Hackers often breach businesses and steal 

credit card information, or a skimmer is 

installed on a card reader such as a gas 

pump.   Then it is sold on the “Dark Web”
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A simple search of the “dark web” reveals people selling 

stolen credit card information.

Criminals buy credit card numbers in batches.   They 

then simply “burn” the credit card information on 

programmable cards just like those used for hotel room 

access.
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Your day is just beginning with a 
cup of coffee and your cheerful 
submission of your IRS income tax 
form using TurboTax.   You are 
done (again) and begin the 
“eFile” process….

But Oh, No, it got REJECTED!!!

What do you do?   

How did this happen?

How to resolve this issue:

• Use IRS Form 14039 to alert the IRS 

that someone has filed a return 

using your identification.

• The IRS may send you a "Letter 

5071C" asking that you verify your 

identity. You can respond via 

telephone or through the IRS' 

online Identity Verification Service.

https://turbotax.intuit.com/tax-tips/security/identity-theft-
what-to-do-if-someone-has-already-filed-taxes-using-your-
social-security-number/L4NBQHSM2

http://www.irs.gov/Individuals/Employees/Understanding-Your-5071C-Letter
http://www.irs.gov/Individuals/Employees/Understanding-Your-5071C-Letter
https://idverify.irs.gov/
https://turbotax.intuit.com/tax-tips/security/identity-theft-what-to-do-if-someone-has-already-filed-taxes-using-your-social-security-number/L4NBQHSM2
https://turbotax.intuit.com/tax-tips/security/identity-theft-what-to-do-if-someone-has-already-filed-taxes-using-your-social-security-number/L4NBQHSM2
https://turbotax.intuit.com/tax-tips/security/identity-theft-what-to-do-if-someone-has-already-filed-taxes-using-your-social-security-number/L4NBQHSM2
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One day you wake up to a good 

cup of coffee and some time 

reading your emails, browse social 

media and just get your day started 

as usual.   But….

https://www.myantispyware.com/2024/02/07/i-recorded-you-email-scam-what-to-do-if-youre-targeted

But soon you realize that this is not the 

usual start to the day.  In your Inbox is 

an email with the subject line that asks, 

“Is your password “abc123”?. Whoa!   

That IS one of your passwords and so 

you take the instructions to read this 

seriously.    What do you do?

What to do:

• Find the account using the 

“abc123” password and change it

• Then do NOTHING

https://www.myantispyware.com/2024/02/07/i-recorded-you-email-scam-what-to-do-if-youre-targeted
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One day you wake up to a good cup of coffee and begin work 

on lodging for your upcoming vacation to London in three 

months!  You find an incredible flat near all the sites for a fraction 

of what other rentals cost.   You initiate a dialog with the landlord 

and agree on your travel dates with plans to stay seven days.  

Total price:  £560 (about $450 USD) Next, to seal the deal, he asks 

for a 50% deposit, $225, to be sent via Western Union that must be 

received within 24 hours to claim the reservation.   

The vacation date is just three days away.  As instructed you 

email the landlord to get your check-in instructions.

You race down and remit your payment and follow up with an 

email that the money has been sent.   The landlord replies with a 

very polite note of thanks and that you should contact him just 

prior to your departure to get the check-in instructions. 

Every hour or so you check your email but not reply….

Your vacation start date has arrived.  You check your email once 

again, and once again, no reply.   What do you do?

What to do?

• Realize you have been scammed

• Report it to Western Union

• NEVER send money to someone you don’t know via Western 

Union!
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The BIG day has come!!!!   You are flying to London!!!
Unfortunately, your jet plane doesn’t leave for 

another two hours.   So, you decide to open 

your laptop to check your bank account and 

take care of some other business.   You 

connect to the free airport WiFi and you are off 

to the internet races!

Boarding time has arrived.  You close your 

laptop, grab your carry-ons and enjoy the most 

memorable week in London.   But…..  Uh-oh!

When you get back home and start catching up 

on things, you find your bank account drained, 

credit cards maxed, and your Facebook 

account hacked!!!   What happened?   What to 

do?

You are the victim of using unprotected, public 

WiFi.  Unless you take specific measures, your 

data can be seen by hackers in the same 

waiting area

• Make sure to always connect to web services 

using the ‘https’ (not ‘http’) protocol

• Consider getting a VPN product which 

encrypts your internet connection.   VPN is 

also recommended to use from home
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We just learned about a lot of ways hackers can exploit innocent people.

What you don’t know can hurt you.

Please.   DO NOT BE SCARED
The intent of this class was not to scare you, but to educate.

Now that you are more aware of the risks, there are some simple suggestions that will help 

you be safe.
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1. Implement good password management processes
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1. Implement good password management processes

Use a good password manager (vault).
Free Password Managers
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1. Implement good password management processes

2. Limit what data you share online, or in person (credit card or bank info, social security 

number or any personal information)
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1. Implement good password management processes.

2. Limit what data you share online (credit card or bank info, social security number 

and personal information.

3. Make sure your anti-virus software is working.

4. If it’s too good to be true, then it probably is.

5. Don’t click on links or attachments in emails from people you don’t know

6. Don’t use public wifi if possible, use VPN if you must.
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3. Make sure your anti-virus software is working.

4. If it’s too good to be true, then it probably is.

5. Don’t click on links or attachments in emails from people you don’t know
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7. Monitor your accounts.   Set alerts at low thresholds (e.g. credit card) that will 

email and/or text you when activity takes place.   Set alerts to be sent when your 

accounts are logged into.



Copyright © safe-computing.net 2023. All rights reserved.

1. Implement good password management processes.

2. Limit what data you share online (credit card or bank info, social security number 

and personal information.

3. Make sure your anti-virus software is working.

4. If it’s too good to be true, then it probably is.

5. Don’t click on links or attachments in emails from people you don’t know

6. Don’t use public wifi if possible, use VPN if you must.

7. Monitor your accounts.   Set alerts at low thresholds (e.g. credit card) that will 

email and/or text you when activity takes place.   Set alerts to be sent when your 

accounts are logged into.

8. Check if your accounts have been compromised.

1. https://haveibeenpwned.com/

What to do?

If your account(s) have 

been breached, then 

change your passwords 

immediately!

https://haveibeenpwned.com/
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1. Implement good password management processes.

2. Limit what data you share online (credit card or bank info, social security number 

and personal information.

3. Make sure your anti-virus software is working.

4. If it’s too good to be true, then it probably is.

5. Don’t click on links or attachments in emails from people you don’t know

6. Don’t use public wifi if possible, use VPN if you must.

7. Monitor your accounts.   Set alerts at low thresholds (e.g. credit card) that will 

email and/or text you when activity takes place.   Set alerts to be sent when your 

accounts are logged into.

8. Check if your accounts have been compromised.

1. https://haveibeenpwned.com/

9. DON’T PANIC!!!!!    

This slide deck can be downloaded from:   

https://mdo-web301/sched/CS101-OCSC.pdf

https://haveibeenpwned.com/
https://mdo-web301/sched/CS101-OCSC.pdf
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Q&A
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Addendum
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